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Abstract

This paper offers a comprehensive, evidence-based framework for determining the authenticity of videos of
politicians, with particular emphasis on the Cameroonian context and comparable African information
environments. Combining media-forensic practice, social verification methods, and critical theory, the paper
synthesizes technical indicators (visual, audio, metadata), network and provenance analysis, and socio-political
contextual checks into ten practical findings. Each finding is discussed in depth, with stepwise verification actions,
expected limitations, and recommended escalation routes. The framework integrates insights from deepfake
research, information disorder scholarship, and postcolonial critiques of platform governance to situate technical
detection within broader power dynamics and digital sovereignty concerns. The paper concludes with policy and
capacity-building recommendations for journalists, civil society, platform moderators, and citizens in Cameroon.
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1. Introduction

Videos of politicians are consequential: they can shape public opinion, affect elections, incite violence, or
delegitimize institutions. In Cameroon—where multilingual fault-lines, the Anglophone crisis, and election
sensitivities interact with limited local verification capacity—videos that appear to show politicians making
statements or committing acts can have outsized effects (Wardle & Derakhshan, 2017; Freedom House,
2020). The proliferation of generative Al (GANs) and improved video-editing tools has increased the risk of
synthetic manipulation, but “cheap fakes” and decontextualized authentic footage remain more common
and often more effective (Chesney & Citron, 2019; Rossler et al., 2019). This paper answers the question
“How do | know if a video of a politician is real or fake?” by offering a stepwise, theory-informed verification
framework adapted to Cameroonian realities. It emphasizes probabilistic judgments, transparency about
confidence levels, and attention to socio-political consequences of labeling content as false or authentic
(Couldry & Mejias, 2019; Herman & Chomsky, 1988).

Objectives
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Provide a practical checklist and methodological approach for verifying politician videos in Cameroon.

Present ten central findings (indicators and patterns) that reliably distinguish likely authentic from likely
manipulated videos.

Discuss technical limits, the liar’s dividend, platform biases, and power dynamics in verification.

Recommend actions for journalists, civil society, platforms, and policymakers oriented to local capacity
and digital sovereignty.

2. Methodological Approach

4,

The methodology combines:

Media forensic techniques (visual, audio, metadata analysis) informed by the technical literature on
manipulated media (Goodfellow et al., 2014; Rossler et al., 2019; Marra et al., 2018).

Social and network verification (source triangulation, provenance, dissemination pattern analysis)
drawn from fact-checking practice and information disorder frameworks (Wardle & Derakhshan, 2017;
Tandoc et al., 2018).

Contextual and critical analysis to situate findings within Cameroonian political dynamics and platform
governance issues (Couldry & Mejias, 2019; Kwet, 2019).

Reflexive discussion about limitations and ethics (Chesney & Citron, 2019; Zuboff, 2019).

Tools and resources referenced

Open-source forensic tools: InVID (InVID & WeVerify Consortium, 2018), FotoForensics (Krawetz,
2012), frame-by-frame analysis, and reverse-image search engines (Réssler et al., 2019).

Datasets and detection models from the research community: FaceForensics++ (Rdssler et al., 2019)
and DFDC (Dolhansky et al., 2020).

Local verification resources: Africa Check, local newsroom archives, official government channels, and
civil society networks (Africa Check, 2021; Freedom House, 2020).

Theoretical lenses: information disorder, propaganda models, and digital colonialism (Wardle &
Derakhshan, 2017; Herman & Chomsky, 1988; Couldry & Mejias, 2019; Kwet, 2019).

Procedure

1.

Initial triage: Identify claims attached to the video, known actors, platform of origin, and whether the
video is being amplified in sensitive contexts (elections, protests) (Wardle & Derakhshan, 2017).

Rapid technical checks (within minutes): metadata (if available), reverse image search on distinct
frames, audio-bitrate inspection, and InVID fragment analysis (InVID & WeVerify Consortium, 2018).

Deeper forensic checks (hours to days): frame interpolation detection, GAN artifact analysis, lighting
and shadow consistency, reflection examination, eye/teeth anomalies, and cross-checks with dataset-
trained detectors (Rossler et al., 2019; Marra et al., 2018).

Social/provenance checks: trace earliest appearance, account history, network patterns, and
corroboration by credible local sources or archival footage (Africa Check, 2021).
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Confidence assessment: state the conclusion probabilistically (High/Moderate/Low confidence) and list
alternative explanations.

Escalation: when content likely to cause serious harm or indicates coordinated campaigns, involve
specialist forensics teams and trusted local fact-checkers (Chesney & Citron, 2019).

Notes on ethics and reflexivity

The paper follows an evidence-first posture and avoids definitive language when evidence is
inconclusive (Wardle & Derakhshan, 2017).

It emphasizes the risk of misuse: state actors may label authentic dissent “fake,” while opponents may
weaponize “deepfake” claims to discredit real footage (Chesney & Citron, 2019).

Confidence levels accompany every finding to avoid overclaiming.

3. Findings

Context and provenance are often more decisive than pixel-level forensics.

1.
2.

Metadata absence or tampering is a common sign but not definitive.
Visual inconsistencies (lighting, shadows, reflections) reliably indicate manipulation when present.
Audio mismatches (lip-sync errors, unnatural prosody) are strong indicators of deepfake or edit.

Compression and artifact patterns reveal post-processing edits; social-platform transcoding can
obscure signals.

Facial micro-expressions and eye behavior detected by expert models can expose synthetic faces, but
models have bias.

Cross-referencing with archival footage and public records is often the fastest path to debunking
misattributed or decontextualized videos.

Spread patterns and account provenance reveal coordinated amplification or bot-like behaviour
supporting inauthenticity.

Detection tools produce probabilistic outputs and show higher false positives with non-Western faces,
languages, and codecs.

Declaring a video fake can produce a liar’s dividend: bad actors exploit verification uncertainty.

4. Discussion

Context and provenance matter most. Evidence and reasoning: The earliest timestamped appearance, the
identity and history of accounts sharing the video, and whether official channels (state or party accounts)
present supporting documentation often provide decisive clues. Many viral political videos are authentic but
decontextualized (Wardle & Derakhshan, 2017). Example: a clip purportedly showing a minister making
inflammatory remarks may be an excerpt from a longer, differently framed speech. Cross-checking press
offices, parliamentary records, and reputable local outlets is primary verification (Africa Check, 2021).
Verification steps that can be suggested include:

Search earliest posts (use advanced search, CrowdTangle if accessible).
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e Contact the alleged source (party, office) for original file or statement.
e Check local TV and radio archives for matching footage.

e Official denials may be politically motivated; absence of an official file does not prove fabrication
(Chesney & Citron, 2019).

e Archived footage may be hard to access in Cameroon due to resource constraints.

Finding 2 — Metadata absence or tampering is a red flag. Metadata (EXIF) can show device, timestamp, and
geolocation (Krawetz, 2012). However, many social platforms strip metadata on upload, and adversaries can
remove or alter metadata (InVID & WeVerify Consortium, 2018). Therefore, metadata absence is suggestive
but not conclusive. The following verification steps are necessary:

e Request original file from uploader for EXIF/metadata.

e Use tools to detect metadata editing (FotoForensics).

e Compare claimed timestamp/location with visible contextual clues (weather, shadows).

e Reliance on source cooperation; metadata can be lost legitimately through platform uploading.

Finding 3: Visual inconsistencies in lighting, shadows, and reflections are reliable manipulation indicators
Generative models and compositing often fail to preserve physically consistent shadows, accurate reflections
in eyes/glasses, or coherent cast shadows (Rossler et al., 2019; Marra et al., 2018). In political videos where a
face is spliced onto different footage, background and subject lighting mismatch is common. These
verification steps can be explored :

e Frame-by-frame inspection for edges and blending artifacts around the face and hairline.
e Check for inconsistent shadow directions relative to visible light sources.
e Examine eye reflections (specular highlights) for mismatched scene content. :

e High-quality deepfakes are improving; subtle lighting errors may be absent in advanced synthetics
(Goodfellow et al., 2014).

Finding 4: Audio mismatches and lip-sync errors are strong indicators. Audio synthesis has advanced, but
creating perfectly synchronized, emotionally congruent voice and mouth movement remains challenging
(Dolhansky et al., 2020). Detecting abrupt changes in voice timbre, unnatural pauses, or asynchronous lip
movement suggests edits or synthetic voice insertion. In these cases:

e Listen for sudden changes in background noise, reverb, or signal quality.
e Use spectrogram analysis to detect unnatural voice patterns.

e Cross-check spoken claims for linguistic oddities or translation artifacts (important in Cameroon’s code-
switching context).

e Poor recording conditions, telephony compression, or live translation may produce similar artifacts.

Finding — Compression and artifact patterns reveal edits but platform transcoding can obscure them. Editing
introduces compression inconsistencies and block artifacts near seams (Marra et al., 2018). However,
platform re-encoding (e.g., WhatsApp compression, Facebook transcoding) can obscure or mimic these
signatures. It important to:

e Compare multiple copies of the video from different uploaders/platforms.

https://doi.org/10.64823/ijpeh.2601001 Page 4



International Journal of Philosophy, Ethics and Humanities | Volume 1 | Issue 1 | 2026 Ndi et al.

e Inspect for abrupt quality changes, double-encoding artifacts, or unnatural blocking around faces.

e High false positives if not accounting for platform compression differences; requires careful baseline
comparison.

Finding 6: Facial micro-expressions and eye behavior can reveal synthetics but detection models have biases.
Research shows GAN-generated faces may lack natural micro-expressions and subtle eye movements
(Rossler et al., 2019). Detection models trained on Western faces may underperform on African faces and
code-switched speech (Nguyen et al., 2019; Dolhansky et al., 2020). Verification steps:

e Use state-of-the-art detectors as indicators, not definitive proof.

o Combine detector outputs with human expert review, ideally involving local analysts familiar with local
physiognomy.

e Algorithmic bias risks misclassifying non-Western faces; do not rely solely on automated judgments
(Gorwa, 2019; Zuboff, 2019).

Finding 7: Archival cross-referencing often debunks misattribution quickly. Many viral political “exposés” are
repurposed archival clips or footage from different events presented as new (Wardle & Derakhshan, 2017).
Simple reverse image searches on distinct frames or audio search can find original broadcasts. In this case:

e Extract key frames and run reverse image searches.
e Search TV station websites and YouTube channels for original uploads.
e Use transcription and phrase searches if speech is distinctive. Limitations:

e If original footage was produced by small local outlets without online presence, archival checks are
harder.

Finding 8: Spread patterns and account provenance can reveal coordinated campaigns. Coordinated
inauthentic behavior—multiple accounts amplifying the same video within minutes—points to campaign-
level manipulation (Benkler et al., 2018). Bot-like activity or newly created accounts lacking history are
suspect. Validation steps:

e Map earliest sharers, look for account creation dates and posting patterns.

e Use network analysis to identify clustering and coordination.

e Assess whether amplification aligns with political events or actors.

e Genuine grassroots virality can produce similar bursts; coordination analysis needs statistical care.

Finding 9: Detection tools are probabilistic and show higher false positives on nhon-Western data. Evidence
and reasoning: Public detection models were often trained on datasets biased toward Western faces, lighting
conditions, and codecs (Dolhansky et al., 2020; Réssler et al., 2019). Studies report non-negligible false
positive rates, particularly for faces of color and non-English speech (Nguyen et al., 2019). The necessary
verification steps would include:

e Interpret model outputs as probabilities, not binary judgments.
o Prefer ensemble approaches and human-in-the-loop verification.
e Advocate for locally representative datasets and capacity-building. Limitations:

e Access to high-quality local datasets and specialist expertise is limited in many African contexts.
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Finding 10: The liar’s dividend and weaponized uncertainty complicate labeling. Evidence and reasoning: The
existence of synthetic media enables malicious actors to deny authentic evidence by claiming a forgery—this
is the “liar’s dividend” (Chesney & Citron, 2019). In Cameroon, where trust in institutions can be low, this
dynamic can paralyze responses to real abuses or enable cover-ups. The following is suggested as
procedures:

e Maintain transparent documentation of verification steps and evidence.
e Use multi-modal corroboration (documents, eyewitnesses, timestamps).

e Educate publics about how to interpret probabilistic verification and avoid simplistic “true/false”
framing.

e Transparency can itself be weaponized; adversaries may target verifiers.

A rapid checklist for journalists, fact-checkers, and concerned citizens (prioritized by speed and evidentiary
value) would suggest:

1. Capture original URL/screenshots and preserve copy (do not rely on platform links alone).
2. ldentify the earliest appearance and trace provenance.

Reverse image search several distinct frames.

»> w

Request original file from uploader; inspect metadata if available (EXIF).
Check audio for lip-sync and spectral anomalies.

Inspect lighting, shadows, and reflections across frames.

Compare with archive footage and official channels.

Run one or more deepfake detectors and interpret outputs probabilistically.

W © N oW

Map spread patterns and check for coordinated amplification.
10. Publish a transparent assessment with confidence level and evidence.

The following case vignettes are illustrative, anonymized and short, instructive examples drawn from typical
patterns rather than specific named incidents to respect local sensitivities.

e Vignette A — Decontextualized clip: A short clip of a minister making an inflammatory remark
resurfaces during elections; archival search finds the same clip embedded in a longer speech from
months earlier about a different topic — decontextualization rather than fabrication (Wardle &
Derakhshan, 2017).

e Vignette B — Composite deepfake: A high-profile politician’s likeness appears in a nighttime video with
mismatched lighting and unnatural eye reflections; detector ensemble flagged synthetic facial
attributes; combined with network analysis showing coordinated amplification by anonymous accounts
— likely manipulated (Réssler et al., 2019; Chesney & Citron, 2019).

Policy, governance, and digital-sovereignty considerations

e Local capacity-building is essential: training Cameroonian journalists and civil society in forensic tools
and contextual verification reduces dependence on external actors subject to digital-colonial dynamics
(Kwet, 2019; Couldry & Mejias, 2019).
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e Platform moderation must be sensitive to language and context. Global automated systems risk biasing
against French- or Pidgin-embedded content (Gorwa, 2019).

e Regulatory responses should balance protecting information sovereignty and preventing censorship.
State-driven “fake news” laws can be weaponized; independent oversight is crucial (Herman &
Chomsky, 1988).

e Data localization and support for local datasets can improve detection accuracy for local faces and
languages but must be designed to protect privacy and rights (Couldry & Mejias, 2019; Zuboff, 2019).

Critical considerations and limitations Detection is probabilistic and contested

o All technical indicators are probabilistic; even ensembles can misclassify. Declare confidence levels
(Wardle & Derakhshan, 2017; Dolhansky et al., 2020). Bias in detection models

e Detection tools show performance disparities on non-Western faces and underrepresented languages;
invest in local datasets and diverse training data (Nguyen et al., 2019; Rossler et al., 2019). Resource
constraints

e Many verification steps require internet access, tooling, and archives not equally available across
Cameroon. Solutions should be appropriate to resource constraints—manual cross-checking and
community reporting remain powerful (Africa Check, 2021). Political and ethical risks

e Labeling content fake may delegitimize authentic dissent or be used by states to silence critics.
Verification actors must be transparent about methods and potential biases (Chesney & Citron, 2019;
Herman & Chomsky, 1988).

Recommendations for journalists and fact-checkers

e Adopt a standard verification template with required provenance checks, detector outputs, and
confidence labeling (Wardle & Derakhshan, 2017).

e Build local repositories of verified footage (time-stamped, with provenance) to facilitate cross-
referencing.

e Use ensemble detection and human-in-the-loop assessment—never rely on a single tool.
For civil society and NGOs

e Invest in training programs for regional fact-checkers and journalists focused on forensic basics and
ethical verification.

e Advocate for platform transparency on content provenance and moderation policies affecting
Cameroon (Gorwa, 2019).

For platforms
e Improve moderation for French/English code-switching and Cameroonian dialects.
e Share transparency reports and enable verified channels for official archives.

For policymakers

e Promote media literacy education that teaches citizens how to approach political videos (UNESCO,
2018).
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e Resist authoritarian misuse of “fake news” laws; ensure independent oversight of any regulatory
regime.

For technologists and researchers

e Create and share ethically sourced, diverse datasets that include Cameroonian faces, dialects, and
codecs to reduce algorithmic bias (Rossler et al., 2019; Dolhansky et al., 2020).

e Publish model performance across demographic groups and codecs to support informed use.

5. Conclusion

Determining whether a video of a politician is real or fake is a multi-dimensional task that requires combining
technical forensic indicators, provenance and network analysis, and contextual knowledge—especially in
politically sensitive environments like Cameroon. No single tool or test is decisive; verification is an exercise in
triangulation and probabilistic reasoning. Practitioners should prioritize provenance and archival cross-
checks, use forensic tools as indicators rather than verdicts, and remain attentive to political consequences,
including the liar’s dividend and risks of censorship. Building local capacity, representative datasets, and
transparent procedures strengthens resilience to synthetic media and prevents verification from becoming a
new vector of digital colonialism. Ultimately, defending truth and democratic integrity requires both
technical skill and critical awareness of power dynamics: who benefits from labeling content fake, whose
voices are validated, and how platform governance shapes what counts as evidence.
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